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ABSTRACT
Scaling the transaction throughput of decentralized blockchain
ledgers such as Bitcoin and Ethereum has been an ongoing challenge. Two-party duplex payment channels have been designed
and used as building blocks to construct linked payment networks,
which allow atomic and trust-free payments between parties without exhausting the resources of the blockchain.
Once a payment channel, however, is depleted (e.g., because
transactions were mostly unidirectional) the channel would need
to be closed and re-funded to allow for new transactions. Users are
envisioned to entertain multiple payment channels with different
entities, and as such, instead of refunding a channel (which incurs
costly on-chain transactions), a user should be able to leverage his
existing channels to rebalance a poorly funded channel.
To the best of our knowledge, we present the first solution that
allows an arbitrary set of users in a payment channel network to
securely rebalance their channels, according to the preferences
of the channel owners. Except in the case of disputes (similar to
conventional payment channels), our solution does not require onchain transactions and therefore increases the scalability of existing
blockchains. In our security analysis, we show that an honest participant cannot lose any of its funds while rebalancing. We finally
provide a proof of concept implementation and evaluation for the
Ethereum network.
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INTRODUCTION

Permissionless blockchains such as Bitcoin and Ethereum, where
any participant can choose to join and leave at any moment, have
allowed to replace a trusted third party with a network of mutually
mistrusting peers. Besides the transfer of monetary value, Ethereum
supports the execution of smart contracts, Turing complete code
which is executed in consensus among all peers of the network.
One of the main costs of the decentralization of permissionless
blockchains is their performance. In its current state, Bitcoin for
example only supports up to 7 transactions per second — clearly
insufficient to grow to a mainstream payment system. Because
the simple re-parameterization of permissionless blockchains has

shown to not solve the scalability performance beyond 100 transactions per second [1], and alternative consensus mechanisms typically introduce different trust assumptions [2–5], second layer
payment channels [6–9] have been introduced.
Payment channels aim to establish direct peer-to-peer payment
channels that allow two parties to privately maintain and update a
two-party ledger. The benefit is that their individual transactions
are not required to be written to the blockchain, while keeping a
guarantee of being able to claim their rightful funds in the global
blockchain ledger at any given time. Payment channels have a few
limitations, but should improve the transaction throughput of a
decentralized ledger to the network bandwidth of the two peers
participating in a payment channel.
Payment networks [6, 8] allow to perform payments between
parties that are not immediately connected by a payment channel.
These linked payments utilize a chain of payment channels as intermediate links between two parties that wish to transact with
each other off-chain, without having to open a new payment channel or conduct an on-chain transaction. Several contributions aim
to improve the performance characteristics of payment networks.
Sprites [7], for example, aims to address the worst-case completion
time of an off-chain linked-transaction. Flare [9] proposes routing
strategies that aim to optimize the amount of time taken on average
to find a payment route.
One fundamental flaw of existing payment channels however
remains the inability to refund a payment channel without performing transactions on the blockchain. Once a payment channel is
depleted, the channel needs to be closed and re-funded, requiring at
least two expensive on-chain transactions. Before refunding a channel, users might first opt to choose more expensive channel routes,
which will increase the transaction costs over payment channels
(each hop in a payment network receives a relay fee).
This work. In this work, we propose to the best of our knowledge
the first rebalancing scheme for off-chain payment networks. Our
solution enables a set of members in a payment network to shift
balances between their payment channels safely. Rather than to enact previously mandatory on-chain channel closing and re-opening,
our solution allows participants to safely Revive a channel by reallocating off-chain the funds they have assigned to their payment
channels. Rebalancing is naturally limited by certain restrictions on
how much can be reallocated, because we do not shift the deposits
made within a payment channel but rather the credits that participants are entitled to. In our security analysis, we show that an
honest participant is guaranteed not to lose any of its funds while
rebalancing.
The main contributions of our work are as follows:
• To the best of our knowledge, Revive is the first rebalancing scheme for payment channels, that allows a user to

